I'mtaBa 6

Kpunrorpadus.

6.1 Ilenmn, 3agauyu 1 OCHOBHHM HOHSTHSI.

HeobxomnmocTTa u »KejlaHNeTo majieHa mHMOpMAaIus 1a ObIe JOCTHIIHA CaMO 33 OIpeIesIeH
KPBI' OT XOpa CbI'bTCTBAT YOBEIIKATA ITUBUJIM3AIUsS OT Bb3HUKBAHETO W, HO JIOPH JIO IIpeIu
30-40 rogunu TOBa OsiXa IPUOPUTETU OCHOBHO HA BOCHHUTE M JUILIOMATUICCKH C1yxk0u. /lrec
HelllaTa ca TBbpPJie pa3JIndHu. Pa3sBUTHeTO HA KOMIIOTHPHUTE TEXHOJOTUN U U3TParKIaHETO HA
riobaTHa KOMIIOTbPHA MPEXKa, IPACTUIHO IPOMeHnXa cutyanusTta. [[paBurescTBenu, ooIecT-
BEHH W YACTHU OPTaHU3AIud U (PUPMU CbXPAaHABAT WX OOMEHST WH(MOPMAIUS 33 XOpa,
IIPOJIYKTH, YCJIYTH U TIPOIECH, KOUTO UMAT ChIIECTBEHO BIIMSTHAE BbPXY TOJSIM OPOl rpazkK IaHu.
HeitnoTo paskpuBate i HEIIPABOMEPHO U3ITOJI3BAHE MOXKE /18 3aCerHE MHTEPECUTE Ha OIPOMHU
MacH OT XOpa C BCUYKU TEXKKHU COIUAJHU IOCJEJNIA OT TOBa. Bceku Ou3Hec JOpW U Haii-
JIeTa/THUSI UMa, cBouTe Taiau. Hampumep mpu ejleKTpoOHHATA THPIrOBHUs, IPOIABATHLT HE NCKA
Ja TomajHe Ha M3MaMHUK, a KJIWEHTHT He XKejdae BCHUYKN Ja pas3depaT KaKBO CH € KYIUJI
nian ga Obae m3MaMeH. BCHYKO TOBa MpeBPbINA 3aIuTara Ha WHMOPMAIUsS B IPUOPUTETHA
3aJada HEe caMO 3a IIPaBUTE/JICTBEHUTE OPraHM, HO W 3a PeJuIla ODIIECTBEHN OPraHu3alldnd 1
JaCcTHU UKOHOMUYecKu cybekTu. [Ipumopurerna 3a1atia e pa3dupa ce u 00MeCTBEHUAT KOHTPOJI
BbPXY CpeJiCTBaTa 3a 3allluTaTa 3a Jia He ce JOIyCHE U3ITOJI3BAHETO MM 38 OCbHINECTBsIBAHE U
MIPUKPUBAHE HA TEPOPUCTUIHU U KPUMUHAJIHU JTESTHUSI.

Biok-nmuarpamara na dur.l npeacraBa abcTpakTeH MOAET Ha KOMYHUKAITMOHHA CHCTEMA
C HAJUYIUe Ha OIOHEHT.

OmnoHeHTHT (MPOTUBHUK'BT) HENPABOMEPHO BKJIIOYHII ce KbM OOMeHa Ha uHMOpMAaIus
MEXK/Ty JISTUTUMHUTE yIACTHUIM MOXKeE J1a ObJie

® nacuser, KOraTo 4upe3 IOJC/IYIIBaHEe Ha KaHaJa Ce OIUTBa Ja OIpPEeNen KJIIUYOoBeTe
(e,d) wim none ja paskpue cbobOiieHnero m . IlacMBHOTO cileieHe Ha KaHAJIa MOXKe Jia
Obje M3IMOJI3BAHO W 3a GHAAU3 MG mpadura, T.e 3a HADJIOJEHNE W AHAJN3 Ha HU3TOYHUKA,
[IOJTyIaTe/ Isl, BPEMETO 33 KOMYHUKAIIUA U KOJMIECTBOTO HH(MOPMAIHs, KOSITO ce OOMEHH.

e axmusen (tampering), KOraTo U3MOJI3Ba TBbP/IE pa3HOOOpa3HU GOPME HA IIPOTUBOJICHCTBHE,
HaIIPUMep KaTo

- GyiokupaHe Ha WHMOOPMAITMOHHUST ITOTOK;

- 3alrCcBaHe Ha MPUXBaHaTaTa WHAOPMAINS W U3IBIBAHETO W IO-K'bCHO, IO BpeMe Ha
dasmrBa KOMYHUKAIIMOHHA, CECHST;

- IPOMSIHA ChIbPXKAHUeTO Ha nHMOpMAIUsTa Ype3 3andaBaHe, BMbKBAHE U /UIH Pa3MeCTBAHE

85
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Ha 9aCTH OT Hed U JpP. TaKUBa.

Omonent

M3TOYHUK Kpunrupane r Hexpunrupane [Tosmyuaren

I'enepatop
Ha KJIIOYOBE

@ur. 4.1. (e u d ca CbOTBETHO KPUIITUPAIIYS U JIEKPUITHPAIIUST KJTFOY)

ToBa sicHO TOKa3Ba, Ue 3armnTaTa Ha THOOPMAIIUITa BKIOTBA MHOTO U Ha-pasHOOOpa3HI
rnpobsemu. Ts1 ce ocblIecTBSABA Ha TPU HUBA:

e dbusnyecko (Xxap/yepHo) - Ipeau BCUUKo mHMOpMarusTa Tpsadsa Ja Obie pusnueckn
HaJW9HA W JOCTbIHA. 1o mpMHIUI TO3W Kpbr HPOOJEMH Ce pellaBaT C M3TrpakiaHe Ha
OTKA30yCTONYIMBH yCTPOMCTBA 3a CbXpaHeHne n 00paboTKa Ha HHMOPMAITUsT, KOMYyHUKAITMOHHN
Bb3JIH 1 COPTYEPHN TPOAYKTH 32 U3TPaKIaHe U YIIpaBIeHNe Ha OTKA30YCTONINBI KOMITIOTbPHA
CUCTEMU.

® 3AIUTA IIPU ChXPAHEHNUE U [IPelaBaHe Ha HH(POPMAIIUATA OT ITOACAYIIIBAHE, pa3PyIIaBaHe
WJTH TTO/IIPaBsiHe, KAKTO U OT I'PEIIKHU IOPOJAEHU OT €CTECTBEHO 3allly MsiBaHe Ha KOMYHUKAIIMOHHATE
KaHaJIM - KPUITOTPaUsITa U TEOPHUs HA KOJTUPAHETO Ca TEOPETUIHUTE OCHOBU 34 PelllaBaHe Ha
TaK'bB KPbI' 38a91. K'bM TOBa HUBO I1€ TPUYIUCINM U 3AIUTATa Ha N3M0I3BAHUTE OIIEPAITMOHHN
CUCTEMU, MaKap Ue YaCTUIHO TO3M IPOOJEM Ce OTHACS U K'bM IPEITHOTO HUBO.

® OPraHU3AIMOHHY U 3aKOHOJIATE/THI MEPKH, KOUTO IIOAIIOMATaT U PErJIAMEHTHPAT TOPHUTE
HUBA U ACHEKTH Ha 3alluTaTa Ha JaHHH.

Ero mgxon or 3amadnTe u meanTe CIajaIy KbM BTOPOTO HUBO, KOUTO TPsiOBa Ja Obaar
MMOCTUTHATH C ITOMOIITa Ha CbBPEMEHHATa KPUIITOTPADUS:

e Henpuxocnosenocm u nosepumesnocm Ha ungopmavusma (privacy and confidentiali-
ty): Tlocturanero Ha Ta3m Ies1 OCUTYpsiBa WHGOPMAIHTA [[a OCTaHe TaifHa W HEJIOCTbIHA 34
BCUYKH, OCBEH 3a Te€3M, KOUTO Ca OTOPU3UPAHU Ja CH CJIyKAT C Hesl.

e OcurypsiBane uysaaocm wa dannume (data integrity), ¢ KOeTo ce LeJu U3IPATEHATA
nHbOpMaIusITa /18 He O'bJie TOAIPaBIHa WX IOoIMEeHeHa B IIPOIeca Ha IIpeIaBaHe niin 06padoTKa.

o Hdenmugurayus (identification or entity authentication): 3anadara e JIerajJHO BKIIOUYEHUTE
B 0OMeHa Ha nHMOPMAIUs CTpaHu (JnMa, KOMIIOTHPHA TEPMUHAJN, KPEIUTHA KAPTH U JIP.)
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Jia ce ybeaaT B3aMMHO, Y€ HAMCTHHA KOMYHUKHUPAT €Ha C JPYTa, T.€. e OTCPEITHATA CTPAHA
€ HAUCTHUHA Ta3H, 38 KOSITO Ce IPEJICTABSI.

o Asmenmuunocm na coobuenuemo (message authentication): Ilomyaarenst Ha cboOIEHIETO
TpsibBa Ja ce ybeau jaju mojaresisiT My € HAaUCTUHA TO3U, KOUTO € 3asiBeH B ChOOIIEHUETO
KaTo TakbB. Ta3m 3amada e m3BecTHa oiie kaTo data origin authentication.

e OchblnecTBsiBane Ha eaekmporen noonuc (signature): Lenra e peamsanusita Ha eJIEKTPOHEH
AaHaJIOT Ha KJIACUYIECKHA IIOJINC BbPXY NUCMEHU JOKYMEHTH. B €JIEKTPOHHUA BAPUAHT ITOJIy4IaTeJIAT
Ha JIAJIEH eJIeKTPOHEH JOKYMEHT ChINO TPsAOBA Jia € B ChCTOsTHUE Ja yOe I TpeTa He3aBUCHMA
crpana (“cbus’”), de TOM NefCTBUTEHO € U3IPATEH U B TOYHO ChIIUS BUJ OT CTPAHATA, KOSITO
TO € TO/IIuCAaIA.

e Heommernumocm (neompuuaemocm) (nonrepudiation): OcurypsiBa, 1e HUKOsI OT CTPAHUTE
B KOMYHUKAIHOHHUST TPOIEC HE MOKE JIa OTPEYe PEaHO OCHINECTBEHN CBOU JeHCTBIs (HAIpUMED,
Je e u3NpaTusia JajeH0 ChoOIIeHne) U/ Wi NHoeTH aHraXKuMeHTu. ToBa € 0COGeHO BaXKHA T
KAKTO OT MpaBHA TaKa W OT KOMEPCHAJIHA TJIeIHA TOUKA.

e Vnpasaenue na karowoseme (key management): hakTop OT KU3HEHO 3HAYEHUE 3 CUT'YPHOCTTA.
VIpaBiaeHneTo Ha KIIOUOBETE BKIIOYBA BCUYKN ACTIEKTH Ha OOPABEHETO C TSX, KATO Ce 3aI0THe
OT Ch3JABAHETO MM JI0 €BEHTYaJHOTO WM YHUIOXKaBaHe. Haii-rojisiMara CJI0KHOCT € TpHU
CbXPaHSBAHETO U pPa3lpOCTpaHEHHETO Ha KJodoBere. Te3m mpobseMu ce perraBaT OTHOBO
C KpUNTOTPAMDCKH AJITOPUTMHU.

e Pasnpedeserue na cexpema (sharing schemes): B curyarust Ha MHOIOCTPaHHO ChTPYIHIYECTBO
JIQJICHO CBOMCTBO (ChIviammenue) jgeficTBa J0KATO OPOST HA MPOTHUBHUIMTE My B IpyliaTa He
Ha/JBUIIN OIIpeaeJsIeH IIpar. Ta,K’bB TUIT 3aJa91 Bb3HUKBAT IIPU CbXPaHEHUE U YIIPpABJICHUE Ha
KJTIOYOBETE.

o Anonummnocm (anonymity): la ce npukpue UJEHTUIHOCTTA HA ONPEJIEJEH YIACTHUK B
JTasieH TPOTIEC.

e Asmopusayus (authorization): 3amaga, KosiTo TpOBA J]a OCUTYPU [IPEXBbLPJIsIHE IIPABOTO
Ha Jpyra cTpaHa Ja Oble Wi Ja W3BBLPIIMH HeIlo.

e Konwmpoa wa docmsna (access control): la orpaHudm B ONIpejeeHN PAMKH IIpaBaTa
1 Bb3MO2KHOCTUTE, KOUTO JICTUTHUMEH II0JI3BaTe/I Ha €JHa KOMIIIOTbPpHa CHUCTeMa HMJIN MpPexKa
nMa.

e Fdnospemenen obmen (simultaneous exchange): B cutyanus Ha MHOTO yYIaCTHUIM HIKAKBO
JKeJIAHO CBOCTBO (KAa4ecTBO) € B CHJa, JOKATO HEINO JPYro IEeHHO (HAampumep MOJnuca Ha
OTCpEIIHATa CTPAHA) He Ce MOJIyYH.

Kpunrorpadusra, KosSTO OCUTypsIBa METOIUTE U CPEICTBATA 32 3AIUTa 3a€1HO ¢ Kpunmoaranuada,
KOMTO MMa 3a 3aJjiada pa3bupanero Ha mudpure popmupar Haykata Kpunmoaoaus.

BCGKI/I MeXaHU3bM, ITPOIeC NJIn CprKTypa OIIMpalin Ce Ha JOCTH2KEeHNATa Ha CbBpeMeHHaTa
kpunrorpadust TPUBIMYAT U U3M0J3BAT HefHUTE Ga3uCHU CpeJcTBa (METO/IH, aJrOPUTMU U
JIp.), HApUYAHU Hali-0010 Kpunmoepagpcru npumumueu. EcTecTBeHO, BH3HUKBA BBHIPOCA 34
OIleHKa Ha TaXHaTa e(GUKTHUBHOCT U IOJe3HOCT. POopMyIHpaHd ca pelula IPaKTHYECKH U
MaTeMaTUIeCKN KPUTEPUH 34 OlleHKa Ha KpunTorpadcku npumutusu. llocaeuure ce ocHoBaBaT
Ha TEOPHsITa Ha BEPOITHOCTUTE U TEOPHUSITA Ha CJIOXKHOCTTA Ha AJITOPUTMH, & IO0-I0JIy H3JIaraMe
KPUTEPHUH 34 OIEHKA OT IPAKTUIECKA IVIEJIHA TOUKA.

Ome B 1883 1. Kepkxod dpopMynupa CbBKYIHOCT OT H3UCKBAHUS 38 €Ha KPUIITOCUCTEMA,
napuuanu Kerckhoffs’ desiderata:

1. 1a 6be, aKO He TEOPETUUIECKH, TO IIOHE IPAKTHIECKN HEPas30OMBaeMa;
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2. KOMIIPOMETHPAHETO Ha eIMH HENH IeTauI Ja He Cb3/aBa IpobIeMU Ha KOPECITOH IUPAIIUTE;

3. KJIOIBT TPsiOBa J[a ce 3aIllOMHSI JIECHO U 0e3 Jla ce 3allucBa KaKTO U JIECHO JIa Ce CMEHSI;

4. xpunrorpamure TpsbBa Ja MOraT ja ce usnpamar ¢ rejnerpad (roBa e “Bbpxa’ Ha
KOMYHUKAIIUATE TOTaBa);

5. amapaTypara 3a KpUNTHpaHe TpsibBa Ja ObJe MOPTATUBHA U 18 I03BOJISIBA CAMO €JIMH
90BEK J1a paboOTH C Hes;

6. cucremara TpsOBa 1a Obe JecHa, 1a He N3UCKBA HUTO 3HAHUETO Ha TOJISIMO KOJIMIECTBO
[IPaBUJIa, HUTO YMCTBEHO IpPEHAIIPEXKEHHE.

Tesu npenmopbKu ca aKTYaJHU U JHEC, & €TO U HIKOU ChbBPEMEHHN TPAKTUIECKN KPUTEPUN:

® HUBO HAa CEKPETHOCT.

Oupegenst ce or paboTaust hakTop (T.€e. HEOOXOUMUTE BPEME U U3UUCTUTEICKU PECYPCH )
3a KOMIIpOMeTHPaHe Ha KPUITOrpadCKus MeXaHN3bM IpU Hali-100paTa M3BeCTHA B MOMEHTA,
Ha OIEHKA aTaka, KAKTO U IpeJojaracMuTe B 6JiM3Ko O'bJieliie pa3BUTHE HA KOMITIOT'bPHUTE
TEeXHOJIOTUU U METOJIU 3a KPUIITOaHAJINUI.

e (QPYHKIMOHAJHOCT.

Kak ce cbrutacyBa ¢ Jpyru NIpUMUTUBE DU M3rParkjaHe HA MEXaHU3MU, KAKBA U KOJIKO
C'BIIECTBEHA € POJIsiTa My. 3a pelllaBaHe Ha KaKBU KPUITOrpadCKU 3a0a491 JaIeHISIT IPUMUATAB
€ TI0 TOJIXOAIT U e(DeKTUBEH.

® METO/IU 3a OIlepUpAHE.

Or1ieHsiBa ce MOBEIEHUETO 110 OTHOIIEHUE Ha CUTYPHOCTTA ITPU PA3JINIHN HAUNHU Ha [IpUIaraHe,
CBbP3BaHE C JIPYTU HIPUMUTHBY, BUJA HA BXOJHUATE JAHHU U JIP.

® [IPOU3BOIUTETHOCT U ObpP3UHA.

Hanpumep ckopocrra Ha Kpunrupase u3Mepena B 6ur/cek. K'bM Kpurepuure or T03u THID
cliaJiaT, HalpuMep, HeobXOIMMOTO BpeMe Jia ce cb3ale eekrpored nojmuc (EIT), Bpemero 3a
[IpOBEpPKAaTa My, BpeMeTO, HeoOX0/IMMO 3a '€eHEpUPAHe Ha OCHOBHUTE IMApAMETPHU HA CUCTEMATa
n kiodosere. OIeHsIBaHETO BUHAIM CE IIPaBU 3a (pUKcUpaHa (opMa Ha OlePUPAHE.

® BHEJIPUMOCT.

OreHsiBa KakBa € CJI0XKHOCTTA IIPU XapjiyepHa 1/ miu codbTyepHa peajn3alust Ha CbOTBETHHUS
kpunrorpadbcku MexannzbMm. Hebxopumure pecypen (JIMCKOBO HMPOCTPAHCTBO, HAMeT U JIp)
3a cbxpansBade Ha EIl KakTO W BCHYKE JAHHW /WK PE3yJTATH MOJYYEHH II0 BpeMe Ha
C'b3/laBaHe HA eJIEKTPOHUS MTOJIINC, U3/aBaHe Ha CEePTUMUKAT U JIP.

WNarepecHa oT IpakTUYECKa IVIeJHa TOYKa IIPE/CTaB/sgBa Taka HapedeHaTa “Ad hoc secu-
rity”. Ilpu Hes ce mpaBu OLlEHKa Ha peCypcUTe Ha IOTEHIMAIHN IPOTUBHUK U T€ Ce CPABHSIBAT
¢ pecypcuTe HeOOXOAUMU 3a pa30uBaHe Ha KPUITOCUCTEMATA.

Hedbununus 6.1.1 [lod kpunmocucmema ce pa3bupa ca8KYNHOCIIMG O MPU MHONHCECMEA
M, C u K om peduyu, csomeemno nad asbyru A1, Az u Ag, u deotixa (E, D) mnoocecmesa

om usobpasicenus E = {€¢ +: M — C | e € K} uD = {Dg: C - M | d € K},

Koumo npumescasam ceoticmeomo, e 3a ecako e € K (Kpumrupalin Kirod) csuwecmsysa

eduncmeen d € K (ekpunrupari Kiood) maxa, e

Da(Ee(m)) = m, 3a scaxo m € M.

Mmnoorcecmeama M, C u K ce napuvwam csomeemmo npocmparcmeo om csobuweHuama
((plaintext) message space), npocmparcmeo om wugpomexcma (ciphertext space)
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u mpocmparcmeo om Karowoseme (key space), a esemenmume na E u D kpunmupauwsu
U JeKPUNMUPGULU MPAHCHOPMAUUL.

3abenexxkka 6.1 I[lorsruero xpunmozpadcru ar20pumsm B JIHTEPATYPATa Ce YIIOTPEOsIBa B
IMHPOK CMHCHJI KATO CHHOHHM Ha KPHITOCHCTEMA, & B TECEH 34 O3HAYABaHE HA KPUIITHPAILATA
H JIeKPHIITHPAINa TPaHC(HOPMAIIHH.

Kpunrocucremure ce nessIT Ha ABE TPYIIU:

e Cumempuyuru: e = d Win “U34UCIATEIHO JIECHO  MOXKe Jia ce u3Bjede d oT e.

[Ipumepu Ha TakuBa Kpunrtocucremu ca AES, DES, RC4, Stream ciphers u p.

o Acumempuyru (HapudaHu OIIe J8YKAI0U06U, ¢ NYOAUUEH KAIOW):
KOTaTo € “M3YNCINTETHO HEBB3MOXKHO a ce onpeaenn d, 3Haeiiku camo e. KiTfoubT e n3moasBan
3a mudpupate MoxKe Ja 0ble HalpaBeH IIyOJMYIHO U3BECTEH JOKATO TO3M 3a JeludpupaHe
d TpsibBa 11a ce Ibp:KKU B TaiiHAa.

[Tpumepn wa TakuBa kpunrocucremu ca RSA, Elliptic curve cryptography (ECC), Tesn
na Rabin, ElGamal u McEliece.

[TorsaTHETO “U3UNCIUTETHO HEBB3MOXKHO TPsiIOBa J1a ce pa3Iyerk1a B KOHTEKCTa Ha Teopus
Ha cJIoy)KHOCTTa Ha anroputmu (theory of complexity). “Hepbamorkno/siecHo” o3HauaBa, de He
ChINECTBYBa/ ChIIECTBYBA AJITOPUTHM, KOUTO JaBa pelieHne Ha npobsiemMa 3a BpeMe, 3aBUCEIO
HOJIMHOMUAJIHO OT TapaMeTbpa (mapamerpure) Ha mpobiaeMa. KoraTo TakbB aJropurbM He
CBINECTBYBA, ce Ka3Ba oIle, de 3ayadara e B Kjaaca NP. Ilpenusupanero Ha Te3W MOHSITHS
W3JIM3a U3BbH PAMKHUTE Ha TE3W JIEKITUU W HUE IIe Ce OIPeM Ha MHTYUTUBHUS UM CMUCDHJ. Ha
YUTATEN, KOUTO HUCKAT JIa Ce 3all03HAAT II0-II0APOOHO C TOPHUTE MOHATHUS U ChII'bCTBAIINTE I'H
HpO6.HelVH/I opernopbiBaMe J1a IIpovdeTaT HAKOA KHUT'a 110 TeOPpHudA Ha CJIOXKHOCTTA Ha aJTrOpUTMN
(manpumep [?]).

Hedbunumnus 6.1.2 Hexa X u Y ca npoussosnu muooicecmeo. Ednonocouna gymnrxuus
(one-way function) ce napuua pyrxyua f: X — Y, marasa ue e “aecno” da ce npecmemme
f(z) sa scaxo x € X, dokamo 3a caywatino y € Im(f) e “usuwucasumenno neesamoorcro” da ce
namepu x, maxosa we f(r)=1y.

ITpumep 6.1.1 Heka g e npuMUTHUBEH KOPEH MO MOJLYJI IPOCTOTO Yucjo p. Oyukiusira f :
Z, — Z, nedunnpana ¢

f(z) = g* (mod p)

€ TIPUMEP 3a €/IHOTIOCOYHA, (DYHKITUS.

Uszuncassanero Ha f(x) He mpecTaB/IsiBa TPYAHOCT, HO HaMupaHeTo Ha ind a, 3a IPOU3BOIHO
a € Z,, 10pu 3a He rojemm p, Bede cb3jasa npobsiemn. Kakro orbenszaxme mno-rope B
HaCTOSIIIOTO U3JI0KEHNE HIMAa JTa pas3IyiekJaMe CJIOKHOCTTA Ha Ta3! Ollepalins, HO IIPEOpPLIBaMe
HA YuTaTessl Ja HAIpaBU TabJIUIA ¢ WHIEKCUTE OTHOCHO MPOCTOTO Yuciao p = 53993 (TBbpie

MAJIKO OT KpUITOrpad CKa IJIe/[Ha TOUKA), 3a J1a 100ue IPeIcTaBa 3a CJI0XKHOCTTA Ha IIPobJIeMa.

[Ipu cucremure ¢ mybJInyaeH KII0U e U3I0/I3Ba HANR-UeCTO CJIEIHUAT MOJIKJIAC OT €IHOTIOCOYHN
dyuKINNU.
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Hedunnims 6.1.3 Ednonocouna pynkuyus casc cexpem (Trapdoor one-way) ce napusa
ednonocouna gynrkuyus f @ X — Y csc ceoticmsomo, ue npu 3adadena 0onsAHUMEAHG
(matina) ungopmayus (trapdoor information) sa ecaxo y € Im(f) cmasa “ssamoorcrio” da
ce namepu x, maxa we f(x) =y.

6.2 Kpunrorpadpckm npuMuTUBI 1 ME€XaHU3MMU.

OcnosuuTe KpunTorpadCKu IPUMATHBY, H3MOJI3BAHY [IPU U3rPaKJaHe Ha CUCTEMU 3 3aIUTa
Ha nHMOPMAIUATA Ca CJIETHUTE:

® CUMETPUYHU KPUITOIPAMDCKH AJTOPUTMH

® ACUMUTPUYHU KPUITOIPadCKU aJIrOPUTMU

e yIIpaBJIeHUE Cb3J/IaBaHe, CbXPAHEeHUe U Pa3lpe/leieHne Ha KJIIOYOBe

o xen-QyHKIIHT

® reHEePaTOPH Ha CIIyYallHU YHCIIa

B wacTHOCT Te ca B OCHOBaTa Ha MEXaHH3MHUTE 33 Cb3/laBaHEe HA €JIEKTPOHEH IIOAINC U
IreHepUPAHeTO HA YACTHUTE U IIyOJIUIHUTE KIIOUOBE.

[To-poiy me pasriefjamMe MaJIKO IIO-IIOJPOOHO I'bpBUTE TpH, & cera ga gedHHUpaMe U
IIOCOYHM DPOJISITA Ha IIOCJIeJHUTE JIBE.

Hedbunnnmms 6.2.1 Xew-gpynxuyus (hash function) ce napuua ednonocouna Pyrxyus
h, xoamo usobpaszasa peduya (om 6Gumose) ¢ NPouscosna dsAdiCuUNG 6 PeULA ¢ PUKCUPAHA
dssotcuna n (nanpumep, n = 64,128,160) u npumestcasa ceoticmeomo, we e c60600Ha om
KOAUBUYU, M.€. USHUCAUMEACKU HEBBIMONCHO € 0a Ce HAMEPAM 08€ PASAUNHY CBOOULEHUS T U
m’, maxa we h(m) = h(m’).

[Mpumepn na xem-dpynxnun ca MD4, MD5, SHA-1, RIPEMD-160. [Ipenopbaurento e
na ce m3noa3Bar xen-gyukiuu ¢ n = 128 uiaun 160 6uta, 3a ga ca CBOOOJHM OT KOJU3UUA U
CBIIEBPEMEHHO 71 JIa He € TBbP/Ie NOJISIMO, 3a [1a He ce 3abaBst 00paboTKaTa Ha HHMOPMAITHSITA.
Ho mopain yBendaBaHe Ipon3BOANTETHOCTTA HA KOMITIOTPHUTE B KpaitHa da3a Ha CTaHIaPTH3AIUST
e gopu SHA-512 (n = 512).

OcHOBHUTE TPUJIOXKEHUsT Ha XeI-(DYHKIMUTE Ca 38 IPOBEpKa ISJI0CTTa HA JAHHUTE W
Cb3/laBaHe Ha KparTkKa /100aBKa, KOATO Jia O'bJie IMOIIINCAHA IIPU pean3alius Ha eJIeKTPOHEeH
MTOJIINC, KAKTO U IIPU HIKOU UICHTU(MDUKAIUMOHHNA ITPOTOKOJIN.

Bazken kitac kpunrorpadcku IPUMUTHBU Ca U 2EHEPAMOPUME HA CAYUATUHU YUCAQ.
Te crosiT B OCHOBaTa Ha IIPOIPAMHUTE 3a MOPAXK/AHE HA KJUYOBE U TIXHOTO KAYECTBO € OT
CbIIECTBEHO 3HAYEHME 3a MOParKJIAHeTO Ha J0OpH HEIO/IaBallll Cce Ha OTraTBaHe KJHUOBE.

[ox cayuatina nopeduya (wu3) om Gumose e pasdbupame Takasa pejuia or 0 u 1, 3a
KOATO SBHaAHNETO Ha IIPOU3BOJIHO ITIOJIMHOXKECTBO OT €JIEMCHTHUTE A He JaBa HUKaKBa I/IH(bOprIaHI/IH
3a ocranasure O6uroBe. C BCAKa TaKaBa PEJMIA MOXKE Jia C€ CBbPXKE CJYUAHO YUCI0, KATO
ce B3eMe YHUCJIOTO, YUUTO 3allUC B JBOMYHA OpoitHA cucrema e Tasu peauna. Llom zenepamop
Ha cayuatina 06ouuna peduna (cayuatiine wucao) pasdbupamMe yCTPOWCTBO U/ AJTOPUTHM,
KOWTO TIOpaXKja CJIydaeH HU3 OT OUTOBE.

Bceku reneparop Ha ciydaiiHa peuia U3MCKBa €CTECTBEH N3TOYHNK Ha IMIyM (Hampumep,
busnvecko ycTpoicTBO € TOILIMHEH IIyM), KOATO MOXKe BIIOCJEACTBHE Ja Obie obpaboreH
kpunrorpadcku (HaIpUMeD, MOJJIOKEH Ha Xell-DyHKIHs ).
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Bceeku citydaen remeparop ce mojyiara Ha Hai-pasHOOOpa3HU TECTOBE (YUUTO PE3yJITaT
ce JaBa Hail-4eCcTO € BEPOSTHOCTTA PEIUNATA Ja € CAydaifHa) JIOKOJKO CJIydaliHu DPeuIm
npousBexaa. Hali-ipocTure mpuMepn 3a TaKHBa TECTOBE Ca IIPOBEPKA 38 PABEHCTBO MEXKIY
Opost Ha €IMHUIIATE U HYJIUTE, U IPOBEPKA 38 aBTOKOPEJIAIIMOHHATE CBOMCTBA HA MeHepupaHaTa
pemuna. Exun yausepcasen rect (Maurer) e crenenta Ha KoMipecupate Ha peaunara. Koiakoro
[IO-MAJIKO MOXKE JIa ce KOMIIPECHPA, TOJIKOBA IO-CIydaiiHa e Tsi.

Korato ce msuckpaT ciaydaiiHu peaulin ¢ MHOT'O TOJIsIMA TbJKUHA, C€ U3IO/I3BAT TaKa
HapeveHnTe IICEBI0CTYIaliHu peanunu. I enepamop Ha ncesdocayuating peduy,a HapudaMe JeTepMUHAPaH
AJITOPUTDHM, KOHTO OT HAIILJIHO CIydaeH Hu3 OT k OuTa moparkjia JBOUYHA PEIUIA C IHJIXKIHA
Ha [MOPSAIbIU IO-TOJISIMa OT K, KOATO C IOJIIMa BEPOSTHOCT U3IbPrKa CTATUCTUIECKH TECTOBE
3a cirydaitHoct. JJoKOJIKOTO U3X0/IbT Ha TAK'bB NEHEPATOP € eTHO3HATHO OIIPE/IE/IEH 110 Hada HATA,
penuiia, k TpsbOBa ga Oble JOCTATHIHO TOJIAMO, 38 Ja He MOXKE C II'bJIHO U3YEPIIBAHE Ja Ce
reHepupaT BCUYKU Bb3MOXKHU IICEBJIOC/IYyYallHA PEJIUIIN.

6.2.1 CumMeTpUYHU KPUNTOCUCTEMU.

IIpedumcmea:

- TonsaMa cKOpoCT Ha KpUINTHpaHe U JeKPUITHPaHe KaKTO MPHU XapAyepHa, Taka U IIPU
codpTyepHa pean3alius.

- Jlecnu 3a peanuzarus.
- Nzno3Bar ce KaTo ChCTaBHM YACTU HA HAN-PA3HOOOpA3HU KPUITOrPAdCKH IIPUMUTHBN.

Hedocmamasuu:

- CeKpeTHUAT KJIIOY € CAMO €JINH U BCsKa OT CTPAHUTE, YIaCTBAIU B IIPOIECA, MOXKE Jia
o KOMIIPOMETHUPA CJIy4YaiiHO W IeJIeHACOUEHO.

[Tpu KoMyHHKanus MO JBOWKHK B MpexKa OT 71 ydYacTHHKa ca Heobxomumu n(n — 1)/2
KJIIOYA.

3uckBa gecTo cMsiHA Ha KJIIOYa, (HpI/I BCAdKa CGCI/IH), KOETO ITopaxxKJia HpO6JIeMI/I C Pa3IpoOCTPpaHECHUETO
Ha KJ/IIOJOBeEeTe.

- He ca ynobum 3a msnonsBaHe B MEXaHH3MHI 3a €JIEKTPOHEH IOJIINC, 3al0TO M3MCKBAT
MHOI'O TOJIEMH KJIOUOBE 3a [poBepsiBalara TpaHcdopMals U BbBInYaHe Ha Tpera
nosepena crpana (TTP).

B $ 5.2.3 e onucan exun MexanusM (u3mnosssar Teopusi Ha 4ucIaTa) Kak JIa ce PeIln
npo6IEMBT € yIIPABJICHUETO Ha KJIIOUOBETE 38 CUMETPUYHE KPUIITOCUCTEMHU.

Haii-ynorpebsiBannre cuMeTpuIHN KpunrocucreMu ca 6iokoBure kpunrocucremu (block
ciphers).

Hedunurnua 6.2.2 Kpunmocucmema, wuemo npocmparcmeso om csobwenusma M ce cacmou
om peduyu m = (Mmq,...,my) ¢ doasicuna n, m.e. pa3deis OMKPUMUL MeKCm Ha 6A0K0GE OMm
no N CUMB0AL HA a36yKama, ce Hapuua 6u0K08 wudsp ¢ dsAMCUHA N.
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H CHUMBOJI ‘ quCJIO H CHUMBOJI ‘ quCJIO H CHUMBOJI ‘ quCJIO H CHUMBOJI ‘ quCJIO H CHUMBOJI ‘ quCJIO H
0 00 it 20 P 40 v 60 \ 80
1 01 K 21 A 41 ) 61 * 81
2 02 B 22 B 42 X 62 - 82
3 03 M 23 B 43 1T 63 + 83
4 04 H 24 r 44 q 64 / 84
5 05 o 25 I 45 11 65 ° 85
6 06 1 26 E 46 1, 66 ! 86
7 07 p 27 K 47 b 67 ? 87
8 08 c 28 3 48 b 68 $ 88
9 09 T 29 n 49 IO 69

HHTEPBAJ 10 y 30 1 50 P 70
a 11 b 31 K 51 , 71
6 12 X 32 I 52 . 72
B 13 1L 33 M 53 - 73
r 14 q 34 H 54 : 74
by 15 1 35 [0 55 : 75
e 16 ey 36 II 56 " 76
K 17 B 37 P 57 ( 77
3 18 b 38 C 58 ) 78
u 19 10 39 T 59 I 79

Tabauma 5.1.

[ToBeueTo mOOpe M3BECTHU CUMETPUIHN KPUITOCUCTEME ca 6JI0KOBH. TakmnBa ca U CJIeTHUTE
KJIACUYECKN KPHUIITOCUCTEMHU:

3amecmeauwu wugpu (Substitution ciphers)

Hedbununus 6.2.3 Kpumocucmema, xoamo nonada 6 edna om caedsaujume Kame2opui, ce
napusa 3amecmeauy wudsp (cybcmumyuus):
IIpocma cybcmumyuus Hexa e dader 6,10K08a KpUnmocucmema ¢ 0sAHCUHA 1 U NPOCMPAHCINEO
om xmovwoseme K, cocmoawo ce om nepmymavuu wa a3byxama. Kpunmuparemo c xaroua
e € K ce ussspwea no npaguromo

Ee(m) = (e(mq),e(ma), ..., e(my)).

Xomogpornux (homophonic) Beexu cumson om azbyxama ce uzobpazasa a — H(a) 6
MHOdHCECTNB0 om peduyu ¢ dsaotcuna t, kamo H(a) N H(b) = @, 3a a # b.

Mmnozoasbyrosu (polyalphabetic) 3a pazauka om npocmama cybemumyuusa, karouoseme
e = (m1,...,Tp) npedcmasassam napedenu n—opKu om NePMyMayuL 1a a3bykama u

Se(m) = (Wl(ml),ﬂ'g(mg), ceey TI'n(mn)).

Pasmecmseawu (nepmymavyuonnu) wugpu (Transposition ciphers)

Hedbununus 6.2.4 Hexa M e npocmparncmeomo om csobusenus 1a 640508 wudsp ¢ 06AAHCUHG
n. Kpunmocucmemama ce napuua pa3mecmeausa (Nepmymayuorta), ako 6CEKU KAY €
ednosnauno onpedeas nepmymayus ™ € Sy na {1,2,...,n}, maxasa we

ge(m) = (mﬂ'(l)7 oo amw(n))'



6.2. Kpunrorpagpcku OpUMHATHBA U MEXAHI3MU. 93

Wsnonssannre gHec OJ0KOBU MUQPU IPUHAIJIEXKAT Ha KJIaca OT TaKa HApEIeHUTe UImepamueHu
wugpu om mun na Petcmen (Feistel), Ho Tasu TemMaTnKa ocraBa B CTPAHU OT IIEJINTE
Ha HaIlleTO U3JI0XKEHNE.

Jpyr MHOTO M3M0JI3BaH TUIl CUMETPUYHE KPUIITOCUCTEME Ca nomowHume wu@dpu (stream
ciphers). Ilpu Tsix KpUNTHPAHETO HPEJICTABIsIBA IIPHOABsIHE [0 MOJLYJl 2 Ha OUHADHA PeJIUIa
KbM OUHAPHUS 3aIIMC HA OTKPUTHS TEKCT.

[1le nmmocrpupame 3amecTBamuTe MUPH C €Ha KPAIITOCUCTEMa OCHOBaHA Ha aduHHATA

TpaHCchOPMAIIHST
) c d ) f

B namms ciaydait me nzbepem

()G w) ne=(0)-(5)
c d 17 22 f )
KOWTO IIie TIPe/icTaBIsABaT Kio4a. Ha ejleMenTrTe HA MATPUIIUATE III€ TUIE/IaME KATO HA €JIEMEHTH
Ha Zgg, T.€. JEUCTBUSATA I T'U U3BbpIIBaMe 1m0 Moy 89. CbOTBETCTBHETO, P KOETO Ha
OYKBHUTE U JIPYTUTE TEKCTOBU CUMBOJIU CE CHIIOCTABAT YnCa 110 Moy 89 ce 3aiasa ¢ Tabsuna
5.1.

Jla xpuntupame Tekcra: “Teopus mHa umciara’. Ha mero my cbhboTBeTcTBa peaurara OT
aeyrudpenn guciaa 59 16 25 27 19 40 10 24 11 10 34 19 28 22 11 29 11 10. Hakpas
JorbiBaMe Tekcra ¢ uarepsas (10) 3a ma cranar dnciaara deren 6poii. [Ibpsure jBe 4ucia

() (o) () = ()

WszBbpiiBaiiku 1mocie1oBaTeTHO IPecMsITaHnsATa moaydasame 52 25 38 45 17 51 58 80 56 56
41 22 68 75 36 29 56 56 CienoBaresiHo MUPPOTEKCTHT €
JIob JLkKCVIITTAyib; eI 111

HexpunrupaHeTo ce M3BBLPINBA KATO Ce MPUJIOKNA 00paTHATa TPAHCPOPMAIINST:

x 1T\ Acin_ [ 22 13 A
(y):>A <y> A B_<—17 2 ) [\y 5
Pasrnenanusr tun kpunrocucremu ca npetoxenn B 1931 or Xwr (Hill). ITopajan suneiinocrra

cu Te HsMaT KpunTorpad)cka CTORHOCT JHEC, Makap de BCe OIle Ce U3MO0JI3BaT (aJropUTMU
M3II0JI3BAIIY CHIMHS IPUHITI) B HAKOM KOMYHUKAIIMOHHN CHCTEMH 32 J1a YBEJINIAT EHTPOITUATA

ce mpeobpa3yBaTr B

Ha IIpeJaBaHaTa I/IHCbOpMaU,I/IH.

6.2.2 AcuMeTpuUYHU KPUIITOCUCTEMU.

ITpedumcmsa:

- Hpoiikara kiodoBe (dacren u IybsmdeH) moraT Ja ObIaT MOJ3BAHM MHOIOKDATHO U
IPE3 UL IIEPUOJL (JIOPH HIKOJIKO I'OJIMHN).

- B koHTpacT Ha cuUMeTpUYHULA Cydail, Tpu MpexKa OT MHOTO YYACTHUIIU Ca HeOOXOIUMHU
TOJIKOBa JBONKM KJII0YOBE, KOJIKOTO Ca YYaCTHUIIUTE.
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- IosBoussiBar ch3jaBane Ha ePEKTUBHU CXEMU 3a €JEKTPOHEH IIOJIIUC C IIPOBEPSBAIIA
bYHKIMS, M3UCKBAIIA KJIIOY C JIOCTa [O-MAJIKU Pa3MepU OT ChOTBETHUTE, IIOCTPOSHU Ha,
CUMETPUYHHU AJIIOPUTMU.

Hedocmamsuu:

- OrHocureHo 1Mo-6aBHU B CpaBHeHUE CbC CUMETPUIHUTE.
- HpI/I U3II0JI3BaHe 3a KPUIITUPaHe K/JIIOYBT UM € MHOT'O ITIO-A'bJI'bI' OT TO3U Ha CUMETPUYIHUTE.

- HIbxuaata HA 100aBEHUST €JIEKTPOHEH OJINC € OTHOCUTE/THO TOJIsIMA.

Kbm acumerpuannre kpunrocucremn cragar RSA; RSA(Rabin-Williams modification),
ElGamal, Elliptic Curves Cryptography u jp.

Kpunrocucrema RSA:

Hocu mnmero ma cwagarenure cu: Rivest, Shamir, Adleman. Onucanuero n MoxKe Ja ce
HAMepH B IIOYTH BCUYKM KHUIH 110 Kpunrorpadus (Bux [?]) kakro n B cranmaprure PKCS
#1 [?], ISO 11166 [?, ?|. Curypaocrra Ha RSA ce ocHOBaBa Ha TPYJHOCTTA Ja Ce PA3JIOKH
€JIHO €CTECTBEHO YMCJIO 7 Ha HPOCTH MHOXKUTEJH. 3a JOCTATBLYHO IOJEMHU 7. ChbBPEMEHHUTE
MaTEeMaTHIeCKN METOIU U KOMIIOTbPHA TEXHUKA HE MOTaT [Ia Ce CIHpaBAT C Ta3W 3aJada.

Heka n = pq e npoussejieHne Ha JiBe roJIeMHU IIPOCTH ducaau e, 1 < e < p(n), e ciyqaitno
quciio, Takosa 4e (e, p(n)) =1 (p(n) e dyuxnusra na Ofisiep or n). RSA nos3Ba nBa Kioda:

I[IYBJIMYEH KJIFOY: (n,e), cbherosin ce 0T MOJIYJI N 1 €KCIIOHEHTa, €;
YACTEH KJ/IIOY: d, 1 <d < ¢(n), TakoBa 1e ed = 1 (mod ¢(n)).
KPUIITUPAHE: CobobuieHnero ce mpeBpbilia B MOPEJUIA OT YUCTA M1, M2, . .
KOUTO Ce KPUIITUPA IO IPABHIOTO:

., BCAKO OT

m; — ¢; = mg (mod n).

[Mopemunara cq, co, ... HpeicTaB/isiBa MudPOTEKCTA.
JEKPUIITUPAHE: Otkpurust TeKCT ce ToJIydaBa ¢

m; = ¢ (mod n).

Hancruma cf = m¢? (mod n). Ho ot ed = 1 (mod (p— 1)) u Teopemara ma Pepma cressa,
qe m¢? = m; (mod p). Ananornuno m¢? = m; (mod ¢). Tbit KaTo p U ¢ ca pazIUIHK TPOCTH

wucia, To m§? = m; (mod pq).

Kpunrocucremara RSA ce nsnonssa Hail-Bede 3a Chb3JaBaHe Ha €JIeKTPOHEH MOIINC, IIPH
pa3npocTpaHeHne U ChXPAHIBAHE Ha KJIIOUOBE 38 CUMETPUIHU JITOPUTMU U 38 &y TeHTUMOUKAIAS.
[MonacrositemM MOy IBT N TpsAOBa Ja Obje ducyo none ot 768 6ura (B asomden 3ammc). [Ipu
IPpUJIOZKEeHUd, KOUTO U3UCKBaAT II0-AbJIbI' CPOK Ha Ha/JIEe2KHOCT <MeC€L[I/I njm rouHu, KakTo €
IpH eJeKTPOHHUS MOJINC), mpabsa da ce noazsam modyau ¢ 0sadcuna nowe 102/
6uma. Yucimara p m ¢ cbino TpAOBa Ia YAOBIECTBOPSBAT HSIKOW OI'DAHMYEHUsI, KOUTO Ca
ONUCAHU B CTAHIAPTU3AIMOHHUTE JTOKYMEHTH.

Excnonenmama u wacmuusam KA04 HE € npenopsyumenrHo da bsdam mHo20
MaAKU, 3AITOTO TIPHU ONPEIEIEHN 00CTOSITEICTBA MOXKe J1a ce pasKpue chodimennero m. Mma
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peajim3anuu, 1pu KOUTO € = 3, HO B T€3U CJAydan, OCODEHO 3a MAJKHU 1M, CHUI'YPHOCTTA €
cnaba. B Te3u ciayyan KbM ChHOOIIEHUETO ce J106aBs ciiydaiina nadopMalus, 3a J1a ce u3dberte
MaJIKO M. AKO BMECTO MAJKHU eKCIIOHEHTHU Ce B3eMAT TaKWBA, KOUTO MMAT MAJKO €IWHUIIN B
JIBOUYIHOTO UM IIPEJICTABSHE, KPUIITUPAHETO ChIIO e U3UCKBA [TO-MAaJIKO PECYPCH.

BapuanT na RSA e kpunrocucremara Ha Rabin-Williams. CuryprocrTa i ce ocHOBaBa
Ha TPYJHOCTTA Ha Pas3jaraHe Ha IIPOCTA MHOXKHUTEIN U HAa HAMUPAHETO KBaJpaTeH KOPEH II0
MOJLYJI CHCTABHO N.

ITpumep 6.2.1 Hekap = 73 u g = 109. ToraBan = pq = 7957, a p(n) = 7776. a usbepem 3a
excrionenTa e = 17. [y6mmanus kiroq me 6be (7776, 17). Tbit kato 177489 = 1 (mod 7776),
TO YacTHUS KJI04 e d = T489.

Ja xkpunrupame cbobirenuero “Koit e Oitnep?”. 3a meara BCEKH JIBa IOCAEI0BATEIHNA TEKCTOBI
CUMBOJIA Il Pa3IIeXkKIaMe KaTo JBY3HAYHU ducia B 89-uuna OpoiiHa cucrema, T.e. or Kolit |e
|Oii|e|p? mosyuasame 51 -89 425 |20-89 + 10 | ... | 27 -89 + 87. CuieroBaresiHO Ha HAIIUS
TEKCT CbOTBETCTBA CBHBKYIHOCT OT 6 wmcra: 4564 | 1790 | 1434 | 4915 | 1974 | 2490. Cera
BCJKO OT Te3U 4Yucja TpsaOBa ja roguraeM Ha crerned 17 mo momyn 7957. Jla 3abenexkum, |e
a'” = (((a®)?)?)? - a, T.e. mOBAUTAHETO MOYKE JIa U3BLPIINM C TOC/IEI0BATETHN TIOBIATAHNS B
KBaJIpar u eaHo ymHoxkenue. Ciiel U3I'bJIHEHIE Ha ONEPAIMATE MOy IaBaMe

45647 = 7859 (mod 7957), 1790'7 = 3552 (mod 7957), ... , 2490'7 = 2911 (mod 7957)
N Taxa mudpoTeKcTHT € Habopa OT ITecTe UNCIa

7859 | 3552 | 1885 | 2339 | 1557 | 2911.

AKo BCIKO OT TgX mpejcraBuM B 89-muHa OpoiiHa cucrema u usnosassBame Tabsmia 5.1 e
[TOJIYIMM TEKCTOBH 3aIlMC Ha IIH(POTEKCTA;
p$ | *10| ex |om| x| 1Ix

TpsibBa ma orbenexkum, de 88 - 89 + 88 = 7920 < 7957, To ciie/ MOBIUTaHEe B CTEMEH II0
MOJIYJI I MOYKE JIa Ce TOJIyYd YUCJI0, KoeTo € ¢ 3 mudpu B 89-uuna OpoiiHa cucrema. 3aToBa,
ako MudPOTEKCTHT IIe ce npeobpasyBa B TeKCToBa (hopMa, TO HIKAKBO pasjielisiHe (KaKTOo
rope) TpsibBa Jia ce HampaBu. Ta3m Bb3MOXKHOCT CHINO Ch3/[aBa HEYJ0OCTBA DY U3I0JI3BAHE
na RSA. BaroBa 0OMKHOBEHO Ce IIOJI3Ba 38 €JeKTPOHEH IIOJINNC WM KPUITHPAHE Ha KPaTKH
cboOIIeHnsT (HAIPUMED TTapoJia WK KJII0Y 3a CUMETPUYHA KPUIITOCHCTEMA), TaKa 4e Jia He Ce
HaJjiara pasbuBaHe Ha TeKCTa Ha OJIOKOBE.

Kpunrocucrema una ElGamal:

BapuanT Ha Ta3u curema ce U3M0JI3Ba KATO ACUMETPUYUEH aJrOPUTHM B MEXAHU3MA 38 €JIEKTPOHEH
noamuc DSA. CurypHocTTa H €€ OCHOBaBa BbPXY TPYAHOCTTa Ha HaMUpaHe Ha JUCKPETEH
soraputbM B Z. Iybmranusr kiiod na najen norpeduren U npejicrapisgsa Tpoiika (p,g, E),
K'BJIETO ¢ € NMPUMUTUBEH KOpeH 1o moaysa p u K = g% Yacrausar knmod e a, 1 <a < p — 2.
Axo Tpyma mo3BATENN UMAT €IHU W CBINKA P U ¢, TO MyOTUIHUAT KIIOY, KOWTO Ce 3alrcBa

B perucrbpa, e camo F = g% Ilponenypara mno xkpunrupatero e ciemnara: [lorpedburen S,
KO#TO ucKa ja n3nparu cbobienne m Ha U m3bupa TpoOU3BOIHO 9UC/IO k 1 U3IPAIa JBOWKATA
(g*, mE®). 3a na nexpunrupa crobmenuer U nzuncussa D = (¢F)® = EF u cien ropa namupa
mE*D™ = mEFE~F = m (mod p).
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ITpocmomo wucao p mpabsa da e ¢ dsasxicuna nove 768 buma, xamo 3a no-
03.120CPOUHA CULYPHOCT CE NPENOPBUEA dBAdHcuHa norne 1024 6uma. Karo Herocrarbk
na kpunrocucremara Ha ElGamal moxke 11a ce mocoun, 1e mudpoTeKcTa e IBa MbTH HO-Ib/I'bl
OT OTKPUTHUSI TEKCT.

[Tpu Bapuanta, dukcupan B DSA (FIPS 186), nukinunarta rpymna He e Zy, a ueiina
MOJICPYIIa OT PeJi MPOCTOTO YUCTIO ¢ ¢ JibjiKuHa 160 6ura u gensmo p— 1. 3aToBa mybJIUIHASIT
KJIIOY BKJIIOYBa U (.

Kpunrocucremara na ElGamal ecrectseno ce obobmasa KaTo Z; ce 3aMeHHI ¢ IPOU3BOJIHA
KpaifHa [UKJIMIHA TPYIIa OT JTOCTATHIHO MOJIsIM pell. JacTeH cirydail Ha 0000IIeHaTa KPUITOCHCTEMA
na ElGamal e kpunrocuremara, OCHOBaHA HA €JIUITUYHA KPUBH.

6.2.3 VYmnpajienue Ha KjodoBe. [Iporokos Ha Diffie-Hellman.

VipaBjieHHeTO Ha KJIIOUOBETE BKJIFOUBA TSXHOTO Ch3JaBaHe, CbXpPAHEHWEe, PAa3Ipeje/IeHne
1 yHumoxkapane. IIpolycku B mpemaBaHeTo U CbXpaHEHHETO Ha KJIIOYa CTaBaT Hail-uecTo
[IPUYUHA 38 KOMIIPOMEHTUPAHE Ha, JIaJleHa cucTeMa 3a 3amnTa. OINucaHusaT IIPOTOKOJI IPEICTABIISIBA,
eJIMH MaTeMaTHIeCKN IOIXO0/ IIPU PENIaBaHeTO Ha TO3U TUII IPOGJIEMU B 3aIllUTaTa Ha HH(MOPMAIIHSI.

ITporokous na Diffie-Hellman (DH): Heka A u B ca apama yuacTHuka (Hampumep
TEePMUHAJHU YCTPONCTBA WJIN IIOTPEOUTEN) B KOMYHHUKAIMOHEH IIPOIEC, KOUTO TpsiOBa Ja
JIONOBOPAT KJIIOY 3a IIPEJICTOosIIIaTa UM KOMYyHHKaloHHa cecust. Ha A um B ca um3BecrHn
(0GUKHOBEHO Te ca IyOJIMYHO U3BECTHU UJIU Ca 3AJI0JKEHU BbB BCSIKO YCTPOHCTBO) GasucHUTE
[apaMeTpy Ha IPOTOKOJIa, KOUTO Ca IIOCTOSHHHU 338 BCUYKH CecHh. 10Ba ca:

® TOJISIMO IIPOCTO YUCIO P - moHe 512 GuTa, 0OMKHOBEHO ¢ ab/nkuHa 1024 6uta, n

e 15110 uncao g @ 1 < g < p—1, 3a koero g* # 1 (mod p) 3a Besixo k < p — 1.

[TpoTOKOIBT Ce CHCTOM OT CJICTHUTE CTHIKM:
1. A renepupa ciayuaiino uncyio a : 1 < a < p—1, u uznpaina va B aucsioro x = g (mod p).
2. B renepupa ciywaiino unciao b : 1 < b < p—1, n usnpama xa A auciaoro y = ¢° (mod D).
3. A msuncnasa K = y® = g% (mod p).
4. B msuncasa K = 2° = ¢® (mod p).

5. Beekn or A u B npuiarar xem-byukinus H kbMm (aBondnust 3amuc Ha) K u Hamupar

S = H(K).

[Tonydenara 6unapua nopeaura S e cecuitaus kio4. Ciydaiinure dncia ¢ u b ce ma3sr
B TaiiHa or A u B, ¢boTBeTHO, U ce YHHUINOXKaBAT BeJHAra CJjie]] HAMUPaHETO Ha KJI0UYa, WU
[IoHe B Kpas Ha cecusTa. He TpsabBa j1a ¢bIecTBYBa Bb3MOXKHOCT Te Ja O'bJIaT U3MPATEHU WU
U3BJIEYEHN OT YCTPOMCTBOTO, Koero mpecMsTa S. Kitouar S ¢bio ce yHUIOXKaBa BeIHATA
cJIe]l IPUKJIIOYIBAHEe HA CECHATA.

C men fa ce HaMaJin BPEMETO 3a U3YHUCJIEHNEe OOMKHOBEHO €€ PeAJIM3UpPa MOJIUMDUITUPAH
BapuanT Ha DH. Monyabr ce uzbupa ot Buma p = 2tq + 1, KbIeTO ¢ € ChIIO IPOCTO UUCIO
¢ abkuna 160 6ura (TpsioBa na e none 128 6ura), a 3a g ce B3eMa UUCJIO C MOKA3aTeN ¢ 110
MO P, T.e. g = %!, K'bJIeTO (v € IPUMITHBEH KOPEH 110 MOJYJI p. 3a Ja ce M30erHaT HIKOM

aTaku t Moxke a ce H36epe CbIIO IIPOCTO.
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6.3 EjgekTpoHeH moanuc.

Bceekn mexanuzbMm 3a enexkrponer noanuc (MCEIT) Bkiousa anzopumasm 3a 2enepupane Ha
nOONUCG T NPOBEPABA, GETMEHMUYHOCTIING MY GA20PUMBM. ATTOPUTHMBT 3a TEHEPUPAHE Ha
ITOJIINCA, 32€/HO C METOJIATE 38 IIPUBEXKIAHE HA ChOOIIEHNETO B ITOIXO/ISII 38 [IO/IITNCBaHE B,
dbopmupar npoueca na yuPposo (eaekmponno) nodnuceare, a MPOBEPSIBAIIUAT AJITOPUTHM
3a€/HO C'bC CPEJICTBATA 33 Pa3KPUBAHE HA CHOOIIEHUETO - NPOUECE HaA NPOBEPKA Ha UUPPOsUs
noonuc.

dopmMaIu3upaHoTO ONMKUCAHUE HA MEXaHU3MA, 110 KOUTO euH yuacTHUK U B KOMITIOTbDHA
KOMYHUKaITUOHHa CUCTEMa IOJINCBa CBOUTE C’bO6H_[eHI/IH (eﬂeKTpOHHI/I I/I3HB.H€HI/I5{> BKJIIOYBa.

® IPOCTPAHCTBO OT CHobIeHnsiTa M U MpocTpaHCTBO OT nodnucume S

e tparchopmarust Sy : M — S, KosiTo e u3pecTHa camo Ha U

e posepsiBaiia Tpancdopmaiusa Vi @ M x S — {true, false},

KaTO Ca B CHUJIA CJIEJIHUTE CBONCTBA:

e s € S e BaJM/IECH MOJINC TOTaBa U CAMO TOTaBa, Korato Vy(m, s) = true

® UM3YNC/IUTETHO HEBB3MOXKHO € 3a BceKu ocBeH U jia Hamepu 3a Besiko m € M Takopa
s € 8, e Vy(m,s) = true.

IToanuceane:

1. Ilpecmsitane Ha s = Sy (m)

2. Nznpammane na (m, s).

IIponienypa 3a mpoBepka:

1. Monyuasane ua Vy (or U uiaum or peructsbp)

2. ITpecmsire Ha u = Vy(m, s)

3. [Ipuemane Ha mommuca Ipu u = true U OTXBbPJIAHE B IPOTUBHUS CJIyUail.

Ha npakruka MCEII TpsibBa ma npurekaBa cjieJHUTE CBOMCTBA:

- JlecHO J1a ce chb3gasa Ell, T.e. Sy ma 6brae mocrarbiHo Obp3a U yA00HA 38 IPHUJIAraHe;

- necHa nposepka Ha EIl, T.e. Vi ma Obiae mocrarbino Obp3a 1 yao0Ha 3a MpUIaraHe;

- MEXaHU3MbT Jla OCTaBa CUT'YPEH IOHE 3a MePHUoja, [pe3 KOWTO MOJINCa € BaJuJIEH, T.€.
BpeMeTo, HeoOX0anMO 3a pa3buBaHe Ha CHCTEMAaTa, J1a HaAXBbLpJid To3u nepuoi. Ilonsruero
“curypen’ BKJIIOYBA IPAKTUYIECKATA HEBH3MOXKHOCT JIPYT OCBEH aBTOpa HA IOJIITKCA /1A Ch3/1a,/1e
CMUCJIEHH CHODIIEHNs, KOUTO TOJTOXKEHN 3a€/IHO C TIOINCA Ha IpoBepsBaIiara GyHKInsg Vi,
Ja TaBaT pe3ysTar true.

TpsibBa M3pUYHO 14 OTOETEKUM, e HeOOXOAMMOCTTA OT €JIEKTPOHEH IIOIIINC IIPeIIIoIara
JIBE B3aMMHO TIOJIO3MPAIIU Ce€ U/UJIM TOTOBHU Jia IO OCIOPST CTPAHU. 3aTOBA HE € Bb3MOXKHO
M3II0JI3BAHETO Ha OOIN KJIIOY IPU peajn3anusaTa Ha Sy U IpoBepsiBallaTa TPaHCOpMAaIUs
V. Tosa npeomnpe/iesist U3M03BAHETO HA ACUMETPUIHUA KPUNTOrpadCcKu ajJropurMu (KakTo
e nokazano BbB Pur. 5.1) ¢ 1Ba Kiroya - YacreH u mydsaudeH. B mreparypara ChIecTBYBAT
onucanns na MCEII na 6a3ara Ha cuMeTpuyeH aJI'OPUTHM, HO T€ M3NCKBAT BbBIMYAHE Ha
TTP B nporecure Ha reHepupaHe U IIPOBEPKAa Ha, MO/IINICA U TO B TBbP/IE TPOMABHU IIPOIIE/LYPH.
3aToBa Te3W CXeMHU He ca W 3aJIeTHAJIN B MEXKIYHAPOJHUTE JTOKYMEHTH.

Tpancdopmanusita Sy Hal-4ecTO € CJIOXKHA (DYHKIINS, [IPEICTABIISIBAIIA KOMIIOZUIIUS
(mocsreroBaTesTHO TpHIIarane) Ha xem-dyHKIws h 1 Kpunrorpadcka rpancdopmarus €. Purypa
5.1 n30b6passiBa OJI0KOBaTa CTPYKTYPa HA MEXAHU3BbM 34 €JIEKTPOHEH HOJIIIUC C TaKaBa TPaHCHOpMAaIus
Sy . Ilpu Hero cbobiienneTo ce npegaBa B siBeH BUJI. Bb3MOXKHU ca, obade, U pean3alun, IIpu
KouTO TO € 3amudpoBaHo. [loaxosimum 3a Ta3u eI ca CAMETPUYHATE AJITOPUTMHE, 3AI0TO Ca
mo-Obp3u U yao0HU 3a peanusanus. OCBeH TOBa 3aceKpeTsiBaHe Ha TEKCTa Ha ChOOIIEHUETO
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[pe/IIoJIara KeJaHue 3a TOBa OT JBeTe CTPaHy (MM HOPMATHBHI H3NCKBAHUS ), KOETO IPEIoJiara
U CHTPYJAHUIECTBO MEXKJY CTPAHUTE 3a FPUNKJINBO ChXPaHEHUE Ha OOIUs KJIIOU.

Digital Signature

S1veprrvisnacnacnessgian s reren

searsmssrsnsafisarrasaran

f}/\"r -
Igital - -

glald -

. E Signaturs- o
lgfg_@pf T E 5:::-“»
. Documen
I e

®dur. 5.1 BiyiokoBa cxema Ha cucTeMa 3a CJICKTPOHEH IIO/ITUC

Bropusat Tun Mmexann3M 3a eJIeKTPOHEH OJIIIIC, KONTO IIpeInoara n3BJImdane Ha ChOOIIEHeTOo
OT caMus TIOJIIINC, Ce U3IMOJI3BA CAMO 38 MHOTO KPATKK CbOOIIeHNs (apoJia, KoY, HIeHTH(MUKAIINOHEH
HOMED ), Tbil KATO MPIJIATAHETO HA ACHMETPUYCH AJTOPUTHM 38 KPUIITHPAHE Ha THJTH ChOOIICHIST
e 6aBeH IpoIlec, N3NCKBAII, MHOI'O pecypcu. To3u MexaHn3bM BbBanYa PYHKIIUs, KOSITO Ch31aBa
U3JHMITBK (pasupsiBa ChOOIIEHUETO ), 32 /& He O'bJjie BCEKU Bb3MOXKEH IIO/[IIUC B JIefiCTBUTETHOCT
ITOJIINC Ha UCTUHCKO CHOOIIEHME, T.e. OPOAT Ha BHb3MOXKHHUTE ChOOIIEHHUsS Ja ObJIe MHOIO II0-
MaJI'bK OT TO3U Ha BBH3MOXKHUTE ITOIAITUCH.

To3u Tun eJIeKTPOHEH HOINC HE € BUSNPAH OT “3aK0Ha 38 eJIeKTPOHHUS JOKYMEHT 1 €JIEKTPOHHST
noganuc” (BEJIEIT), Ho 61 MOIbaI J1a ce MoJI3Ba IPH Pa3lpPOCTPAHEHNE Ha CEKPETHU KJF0UOBE
(3a CIMETPHYHN KPUITOCUCTEMH) UJIN TIO/INCBAHE HA CepPTH(hUKATH.

B uskou ciydan e HeoOX0IMMO J1a, ce TIOJIIHIIIE JTaJIeHO ChodIenne, HO 6e3 1a ce pa3KpuBa
HErOBOTO ChIbprKaHWe. B Te3n ciiydam ce mpujara taka HapeIeHOTO CASNO NMOINUCEAHE
(blind signature). To3n MexaHU3bM € peATU3UPaH B PA3IPOCTPAHEHUST IIPOTOKOJI €JIEKTPOHHM
pasmiamnanus “Digicash". ETo HakpaTKo OIMMCAHMETO Ha TO3W MEXAHU3bM:
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Ha npezmosnoxum, ge A ucka B (dactHo sune, opnacren cybext, TTP nmu VY u ap.)
JIa TIO/IINIIe HeroBus JOKyMeHT M, HO 6e3 chbIbpKaHIeTO My Ja cTaHe u3BecTHo Ha B. Heka
e u d ca, CbOTBETHO, IyOINIHEUS U JacTeH K04 Ha B. Torasa

1. A renepupa ciyuaiino uncio R, uzuncisisa My = R°M (mod n) u ro usnpama Ha B.

2. Mznonssaiiku cBos 4JacreH Kiod4, d, B upecvsara S = M{i = R M = R.M? o
MOJIyJI I ¥ IO BpbIa Ha A.

3. IIpu nonyuasamero na S, A ymuozkasa S ¢ R 3a na mamepu M?, KoeTo mpe/craisBa
[OANMCAHUS JTOKYMEHT.

B nureparypara ca ommcaHM W peiulla APYTH MEXaHU3MU OT THUI €JIEKTPOHEH ITOIIINC,
KOUTO Ca peaIM3UPaHi B CIeIUMUIHNA IPUIOKEHHS . EIUH TaK'bB MEXaHU3bM € TaKa HapeIeHUs
fail-stop monmmc. Toit mo3BoOJIsIBA A ce OTKPUBA, aKO € HAlpaBeHa (hasu(UKAIs U CbOTBETHUSI
myOIMYIeH K09 J1a ce M3Bask/ia BegHara oT ymorpeba. JIpyr Tum e Taka HapedeHUs undeni-
able signature scheme, KOATO M3MCKBA CHTPYJAHUYECTBOTO Ha IOAMNMCBAINMS 33 IPOBEPKA Ha
nojnuca. Peajmsupa ce HaIpUMeEp, KOTATO IOMIUCBAINAST OCBINECTBIBA JIOCTHI JO HEIIO
(nanpumep, ceiid) B majgeno speme. Lesra e HUKOI J1a HE MOXKe JIa TBBPM, Y€ TO3U JOCTbII
€ HallpaB€H, KOraTO H€ € OCBhIINEeCTBABaH MJIN BHBB BpPEME PA3JIMYIHO OT HCTHUHCKOTO. T€3I/I n
JPYIU MONOOHM MEXaHU3MHU M3JIA3aT OT PAMKUTE Ha HAIIUsd KypPC U HIMa Ia TH PasIyIexkIaMe
TOAPOOHO.

6.4 T'enepupaHe Ha rojieMu IMPOCTU YUCJIA.

KakTo BugsgxMe B ripegxoauTe naparpadu MHOTO OT ChbBPEMEHHATE3a ACUMETPUIHN KPUIITOCUCTEMU
M3UCKBAT KATO KJIIOYOBE WJIM IMapaMeTpPH ToJIeMU IIPOCTH YUC/Ia OT mopsabKa Ha 1024 outa.
Metoau KaTo pereroro Ha EpaTtocTeH m mpoBepKH 3a MPOCTOTOTA Upe3 JejIeHne Ha MPOCTH
Jeurenn < /n ca oueBuaHO HeedbeKTUBHE I0pH 3a 128 6uToBM uncia. 3aToBa HA OCHOBATA HA
pesynraTtu ot Teopus Ha YUCIATA Ca CH3IaIEHN MHOYKECTBO TECTOBE, IPe3 KOUTO CE IIPOBEPIBA
JaJIu JaJeHO HEeYeTHO YHCJIo € mpocTo. IIpornechT Ha reHepupaHe Ha TOJSIMO IMPOCTO YHUCJIO
[PEJICTABIISIBA [IOPEJIUIIA OT IO J[Be CT'BIKHU - TeHEPUPAHE Ha TOJISIMO HeUeTHO YUCJI0 (Hafi-uecTo
CJIydaiiHO) M IPOBEPKATa My Upe3 TeCT 3a IpocToTa. [Iporierypara nporbizkasa JOKaTO TecTa
JaJie TIOJIOYKUTEIEH PE3YATaT.

TecToBeTe 3a mMpocToTa ce JNeAAT Ha JIBa TUTA:

® BEPOSATHOCTHU

® JeTEPMUHUCTUIHI

Haii-wecTo ce usno/szsBar mbpBUTE.

6.4.1 BeposarHocTHu TecroBe 3a mmpocrora. Tect Ha Miller-Rabin.

Haii-061110 Te3: TecToBe Ce OIMCBAT TaKa:

Hedunupa ce muoxkecrso W(n) C {1,2,...,n — 1}, KoeTo 3a BCAKO HEYETHO €CTECTBEHO
YHCJIO N IIPUTEXKABa, CICIHUTE CBOHCTBA:

(1) Ao n e npocro uucyo, ro W(n) = (;
(2) Axo n e cuerasno uucio, o | W(n) |> 5

(3) Ba Besiko a € {1,2,...,n — 1} moxe “yiecHO” (32 IIOJIMHOMHAJIHO BpEMeE) JIa Ce OIpeIein
nanu a € W(n).
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IIpn mpoBepka 3a a7leHO @ TECTHT JlaBa, Y€ WX N € ChCTABHO, MU C BEPOSITHOCT > %
e mpocTo. AKO ce HapaBsaT t IPOBEPKU (UTepaluu Ha TeCTa) U Te Ca HOJOXKUTEJHH, TO N €

t
CbCTABHO (T.e. TECTBT € JlaBa IPEIIeH Pe3yJITaT) ¢ BePOsSTHOCT < (%)
Tect na Miller-Rabin.

Tebpaenune 6.4.1 Hexa p e newemmno npocmo wucao v p — 1 = 2°r, xademo r e neuemmo
wucao. Axo a ydoeaemsopseca (a,p) = 1, mo uau a” = 1 (mod p), uau a®>” = —1 (mod p) 3a
narkoe 1 : 0<i1<e-—1.

Zloxasameacmeo. CwbriacHo Teopemara Ha PepMma 3a BCSIKO TAKOBA @ € B CHJIA
- p_1
a?~! = 1 (mod p). Crenosarenno = a 2 yjosyiersopsisa 2 = 1 (mod p). Ho
p—1 p—1
nocaeHoTo Biaede a 2 = +1(mod p). Ako a2 = 1(mod p) npombizkaBame
p—1

AHAJIOTUYIHO KaTO pa3rjezxKjiaMe a 4 U T.H. C ToBa TBBHPACHUETO € JJOKa3aHO.

lopHOTO TBBHpIEHME HaBa HEOOXOINMO, HO HE U JOCTATHIHO, YCAOBUE €IHO HEIETHO UHCIIO0
Jla € MPOCTO, Ha KOETO ce ocHOBaBa TecTbT Ha Muiep. Ha Besika uTeparust oT Tecta 3a 1aJIeHO
a, (a,n) =1, ce mpoBepsiBa, JaJn ce U3II'bJIHABA HIKOE OT cpaBHeHusATa B TBbprenue 6.4.1.
AKo pesysTarbT € OTpHUIlaTeeH, 7 € CbCTaBHO YHCI0. AKO € IOJIOXKHUTEEH Ce IIPEMUHABA
KbM CJleJ[Balla urepanus (3a Ipyro a) J0KaTO ce U3BbPIIAT [I'bPBOHAYAIHO 33 ajieH Opoil oT
t uTepaiun.

Hedbununus 6.4.2 Cscmasho HeuemHo 4ucio n, koemo uddspoica mecma Ha Munaep 3a
dadenro a, (a,n) =1, ce napuya cuaHo NCe8IONPOCIMO YUCAO NPU OCHOBA .

t "
BepositHOCTTa 3a Tpemmka cien t nrepanun Ha Tecta Ha Mnaep-Padun e < (i) , Thil KaTo

cbracHo Teopema 6.4.4 BeposiTHOCTTA 3a IPEINKa [PH eJIHA uTepalnus He HaaMuHaBa 1/4.
Jlema 6.4.3 Hexa p e Hewemmo npocmo “ucao up — 1 = 2k, Toeasa cpasHeHuemo
20t _
z“" = —1(mod p) (6.1)
UMG TMOYHO 2"(157 r) pewenusn, axo i < k — 1 u nama pewenue npu i > k.

Jloxazameacmeo. Hexa d = (2't, o(p)) = (2, 2Fr) = 2™(t,r), KbIeTO M =
min(k, 7). Ceriacuo Teopema 4.1.3 cpaBrenuero (6.1) nma pernienue ToraBa u camo

TOraBa, KOTaTo
»(p)

(=1)"¢ =1 (mod p)
u 6posiT Ha penteHusita My e d. Ho ToBa e n3irbiHeHo ToraBa u caMo Torasa, KoraTo

2k
2m(t,r)
e 4eTHoO uuciio, T.e. k > m. Ciaenosarenno upu i > k (6.1) Hama perenue, a npu

i < k — 1 uma Touno 2¢(t,r) permenus.

Teopema 6.4.4 Ako n e neuemmo U CoCMAGHO ECTNECMEEHO YUCAO, MO T U3IBPAHCA MECTNA
na Muaep-Pabun nati-mmoza sa 1o(n) ocnosu a, (a,n) =1, ul <a<n-—1.
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Zloxaszameacmeo. Bb3MOXKHE ca JiBa Cirydasl.

(1) Heka p? | n 3a maxoe mpocro umcio p. Jla IPeANOIokKHEM, Ue a € OCHOBA
OTHOCHO, KOATO 71 € CIJTHO TceBaompocto. Torasa ot a” ! = 1 (mod n) crenpa, 1e
a" ! = 1 (mod p?). Crriacuo Teopema 4.1.3 GposiT Ha peIeHHATA HA TOC/ICIHOTO
CpaBHEHHE e

d=(p(p*)n-1)=@p-1)n-1) n dl(p-1),
Toit kKaro p { (n — 1). Crenosareno d < p — 1 u OTHOIIEHNETO Ha OCHOBHUTE @,

OTHOCHO KOHUTO T € CUJIHO HCGBAOHPOCTO KBbM BCUYKN BB3MOXKHU p2 — 1 II10 MO,[Ly.H
p? 4ncia e
-1 1 1
<PZ - <o
pP—1 p+1~4

Jla or6esteskuM, Ue Ipu 7 = 32 paBeHCTBOTO Ce TOCTHUTA.

(2) Heka cera m e npoussesenne Ha pasiaudanu npoctu uncia. e pasriename
camMo n = pq. B obums ciywaii ce mporeanpa anasgormaro. Hexa p — 1 = 25t u
q—1= 2lty, KbIIETO 11, to ca HederHn u k < [. AKO a ¢ OCHOBA OTHOCHO, KOSITO N
€ CHJIHO TICEBJIONPOCTO U n — 1 = 2°t, To eHA OT CJIeJHUTE Bb3MOXKHOCTH TPsiOBA
J1a € B CHJIA:

! =1 (mod q)

(i) a®’t = —1 (mod p) n a?’* = —1 (mod ¢), 3a Hsikoe 0 < j < e — 1.

(i) a' =1 (mod p) u a

Cworuacao Teopema 4.1.3, ako e u3irbyiHeHo (1) GposT Ha PeIIeHUsITa HA BCSIKO OT
cpaBHeHHsATa € ¢bOoTBeTHO (t,p—1) = (t,41) u (t,q—1) = (¢, t2). Cera Kuraiickara
TeopeMa HH JaBa, de (i) e usirbianeno 3a (t,t1)(t, ta) < tite uucia a.

Heka e mammne (ii). Cornacuo Jlema 6.4.3 cpaBnennsita Ha (ii) nmar cbOTBETHO
27(t,t1) m 27(t,t3) pemenns 3a 0 < j < k — 1. Creoarenno 3a (GpUKCHPAHO j
6poAT Ha ThpcenmTe Wmcaa a yiaosiersopssamm (i) e 2% (t,t1)(t,ta) < 4itqts.
CyMupaiiku 110 j mosrydaBame

4k —1

t1t2(1—|—4—|—"'—|—4k_1) = t1l2 3

CJre/1oBaTeIHO OTHOIIEHHETO R Ha ThpceHnTe 0CHOBI KbM Bemukn o(n) = 28+ ¢,
Bb3MOXKHI OCHOBH 1pu k < [ e

R<t1t2—l—%_4k+2 42 1, 2 1
- 2k+t g 3.2kt = 6.22k 6 6-4F — 4°
Heka k = [. ToraBa He e BB3MOXKHO eJHOBpeMeHHO (t,t1) = t1 u (t,t2) = to.
Hancruna jga gonycuem nporuBHOTO. B Takbe cayuail ¢ | ¢t u ty | t. Tbit kaTo
p=2F1+1uqg=2F+1, 102t =n—1=pg—1=2%t1ty + 2%t + 2¥¢,.
CaenoBarenso ty | to uty | t1, T.e. t1 = to. Ho ToraBa p = ¢, KoeTo e mpoTuBOpede.
U raxka, Heka 3a KoHKpeTHOCT (t1,t) < t1. Tbit KaTo ¢ € HeyerHO, TO (t1,1) < %tl.
Torasa 3a dukcupano j 6poaT Ha THPCEHATE YHCIa @ yaoBaeTBopsiBamu (ii) e
227 (t,11)(t, t2) < 4t1to/3. Cneposaresno

k_
o S TENUN
- 22kt 9.4k 9 9.4k

2
9.4

< -+ <

O =
A~ =
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6.4.2 JleTepMMHUCTUYHN TECTOBE 3a IIPOCTOTA.

[Ipu To3u TUI TecTOBe ce JI0Ka3Ba, Y€ HEYETHOTO YUCJIO 7. € IMPOCTO. 3a IeJITa ce MPOBEPSIBA,

be HAKOE JIOCTATBHIHO YCJIOBHUE € U3I'bJHEHO. FicTecTBEHO, TO3U THUII T€CTOBE U3UCKBAT IOBEYE

U3YHUC/IUTE/IHE PECYPCH U ca 110 OaBHM OT BEPOATHOCTHUTE. Te ce M3M0JI3BaT 33 JI0KA3BAHE Ha

npocTora (aKo € HeoOXOMMO) Ha JHCjIa, KOUTO Bede ca HAMEPEHU C BEPOSITHOCTHU TECTOBE.
Enun TakbB TecT Hampumep ce 6a3upa Ha CJAETHOTO JI00PE M3BECTHO TBLPICHUE.

Tebpaenue 6.4.5 Yucaomo n > 3 e npocmo moza6a u camo mo2asa, K02amo CHULELCNEYSA
a, maxosa e

(1) a® ! =1 (mod n) u

n—1

(2) a @« #1(mod n) sa ecexu npocm deaumen q na n — 1.

Emun tecr 3a mposepka mauu 2F — 1 e mpocro amcio na MepceH ce 0CHOBaBa Ha, CJIEIHIS
pesyJiTar.

Teopema 6.4.6 Hexa k > 3. Yucaomo My, = 28 — 1 e npocmo mozasa u camo mozasa,
K02amMo ca UNBAHEHY CAeOHUME J6E YCAOBUA:

(a) k e npocmo wucao u
(b) pexypenmmuama peduya dedunupana c

Sjt1 = (sj2 —2)(mod M) s3aj>1, u s =4, (6.2)

ydosaemeopasa si—1 = 0 (mod My).
Joxazameacmeo. Jla monoxum o = 2+ V3 u f = 2 — /3. OueBnzano, e

aff = 1. C MeToga Ha MaTeMaTHYecKaTa MHIyKIUs JIECHO ce II0OKA3Ba, 4e OOIIUAT
wieH Ha pejaunara {s,}, onpeienena ¢ (6.2), ce 3agaBa ¢ dbopmynara

27171 277,71
Sp =« +p6° ., n=12,..., (6.3)
Jocmamesunocm. Heka p > 3 e npocro aucio u sp—1 = 0 (mod M)). Torasa
P —2 p—2 . p—2
Sp_1 = a? " 4 %77, oTkbieTo yMHOKABAKY 110 o IoJIydaBaMe
2P— 2p—2

1
o +1=s5 1

B TakbB ciayu4aii ycaosuero M), | sp—1 Biede

2

azp_l—l-lep'd-oﬂp_.

Ha momycnem, ge M, ne e npocro. Torasa cblecTByBa IPOCTO 4uCI0 q < /M,

op—1

cbe cBojicrBoto ¢ | M,. Cinegosarenno o = —1(mod q), Te.

o® =1 (mod q). (6.4)
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Jla pasriesaMe MyJITHIUTHKATHBHATA TPyITa Ha npberena Z,[v3] = {a + bV/3 |
a,b € Zy} Torasa (6.4) o3HavaBa, de peJIbT HA (v B Z;[\/g] e o(a)) = 2P. CiiesioBaresiHo

2 <|ZAVI <@ —1< M, —1=2" -2,

KOETO € TIPOTUBOPEYHE.

Heobxodumocm. Hexa M, = 2P — 1 e npocro uucjao na Mepcen. OueBnano
p TpsibBa sa e npocro. OcraBa Ja 1okaxkeM, de e uslrbjineHo u yciaosue (b). 3a
ueJITa na pasruename 7 = (1 4 \f)/\f u7=(1-+3)/V2, 77 = —1. Twit kato
2=2+4+V3=qa, 1079 =72 =2 xBaero q = M,,. Torasa

V2 =1+ Vi (D (1) 4185

1
Ho (q i
q meamn Z.), TBI KATO € MPOCTO U CJICIOBATEITHO
22 792 = 1+ qav/3 + gb + 37 /3, (6.5)

Kbero a,b € Z. Twit kato ¢ =2P — 1 = —1 — 1 = 1(mod 3), To (%) = (
CbIVIACHO KBAJAPATUIHUS 3aKOH 34 PEIUIPOIHOCT

):11/1

ol

Torasa kpurepusit Ha Oiijgep HU JaBa, Ue

q—1

32 = -1 (mod q).

Ananornuno (3a p > 3) e B cuna ¢ = —1(mod 8), T.e. (%) =1 u ciejoBaTeHO

g—1

22 =1 (mod q).
Bamecrsaiiku B (6.5) mosydasame, de CbIIECTBYBAT eI YHCIA C, d:
(14 cq)m9V/2 =14 qaV3 + gb + (—1 + dq)V/3,

T.€.

V2(1 + cq)m? = 7V2 + [(a + d)V3 + blg.

YmMuoKaBaiku ¢ 7/ V2 IoJIy YaBaMe

[(a +d)v3 +b](1 +V/3) »

(1+cq)r?™ = -1+ 5

CiemoBaTerHo

- e+ 3
(1+Cq)042p1:—1—|—éf\['%

p—2
kbaero e, f € Z. Cnen ymuoxasane ¢ 232~ ropuoro pasenctso n af3 = 1 uu
JlaBaT

2a2p72(1 +cq) = —2621’72 + (e + f\/g)ﬂ2p72q,
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JIEKIIU 1O TEOPUA HA YNCJIATA H. JI. MAHEB

T.C.
202+ 4777) = —20” e + (e + FV3)BT .

CiremoBaTeHo , ,
252 = [~20” "+ (e + [VB)F g,

Twit KaTo JIsSTBaTA CTpaHa € ISII0 UNCJI0, TO U B CKOOUTE Ha JAsICHATa CTPaHa TPsiOBa
Jla € paroHayHo (T.e. 1si0) ncyo. Ho Torasa

sp—2 = 0 (mod q).

C ToBa JI0Ka3aTeJICTBOTO € 3aBbPIIEHO.



