I'maBa 10

EannTtuynu KpuBM 1 Kpunrorpadud

10.1 IIpoeKTmBHO IIPOCTPAHCTBO M €JIMOTUYHN KPUBU

Hedbunnnus 10.1.1 Hexa F e nose. Eaunmuwna kpusa E(F) nad F (3adadena c ypasnerue
na Batiepwpac 6 obobwena dopma) napuuame csskynrocmma om ecuqku mowky (T,y) Ha
pasruna F2, xoumo ydosesemesopasam

v+ a1y + asy = 23 + apx® + aux + ag, a; €F, (10.1)

u edna cneyuaana mouka O, Hapuuara O6E3KPATHA MOYKA.

10.1.1 Cuayuasar charF # 2 3.

Koraro xapakTepucTukara Ha IIOJIETO € pa3jndHa OT 2 U 3 (B YACTHOCT IIPH IIOJIETO OT
OCTATBIMU IO MOAYJI IIPOCTO 4uciio p > 3: F = 7Z,,) ropuoTo ypasHeHne Moxe Ja ce Tpancdopmupa
BbB BUJIA

E:y?=a3+tar+b, (10.2)

KbleTo a,b € F, rakusa ue 4a> + 270> # 0.

[To-rouno, ako Kpusata e 3ajajena ¢ (10.2) ce ka3Ba, Ue e NpeJCTaBeHA B pejlylupaHa
dbopma na Baitepmpac (Short Weierstrass form).

3a y106¢TBO (B 9aCTHOCT 3a PABHOIIPABHO TpeTUpaHe Ha Ge3KpaiiHaTa TOUKa) ce IpeMuHaBa
KbM IPOEKTUBHOTO npocTpancTBO Po(FF), Kbiero ToukuTe ce IpeicTaBsT ¢ TPOHKa UuciIa
(x : y : z), HApEYEHU TPOEKTHBHU Koopjmuaru. JIse Tpoiiku (z : y : z) u (u : v : w)
HPEJICTABAT €HA U CbINA TOYKA, aKO

T.€. ToukaTa ¢ adpuHHN KoopauHaTh (x,Yy) ce npejacrass ¢ (x : y : 1). Kpusara mme ce npejcrass
¢ IPOEKTUBHUS BapUAHT Ha peaynupanara dopma na Baiiepmipac

E: yPz =% +axz? + b3, (10.3)

MuoxkecrBoro ot Touku (x : y : 0) dopmupar raka HapedeHaTa Ge3KpaiiHa IpaBa, KaTo
roukara ¢ Koopauaaru (0 : 1 : 0) e 6eskpaiinara rouka O, KOsTO JIezKH Ha KpUBaTa (IPOEKTUBHUATE
1 KoopauHaTu yuosiaersopssar (10.3)).
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126 JIEKIINU 110 TEOPUSA HA YNCJIATA H. JI. MAHEB

B € nedunupame omepaiusita chbupaHe U MIPOTHBOIOJIOKEH €JIEMEHT (T.e. M3BaXK/aHe),
¢ Koero £ ce IPeBpbIIa B aJuTUBHA abeieBa rpyma:
Ba myses exement usbupame O = (0 : 1 :0). IIporuBonosoxkuusaT enement Ha P = (x,y) (Te.
Ha P = (z:y:1)) ce nebunupa xaro —P = (z,—y) u P+ (—P) = O. OueBnano, Toukara
—P e cumerpuuna Ha P OTHOCHO abIucara.
Heka Pi(z1,y1) u Pa(z2,y2) He ca uporusonosioxuu, T.e. Py # —Pj. Tlomarame

w, ako P # Py
m— 5512_ Z2
R
7:1:1 + a, aKo P1 = P2
2y
Hedunupame P(z,y) = P; + P, no npaBujioro
T =—x1 —To +m?; y=—y1 +m(x; —x). (10.4)

Kakro jiecio ce Bumkza Broporo paseHctso B (10.4) e ypaBHeHHETO Ha IIpaBara Hpes3
Toukure —P; u —P,. Cinenoarenno Toukara P e mpecednarTa Ha TasW [IpaBa ¢ KpuBaTa. AKo
P = P,, 1o ce B3eMa jponupareaHaTa KbM — P.

CroitHOCTTA Ha M HE Ce MPOMEHsI IIPU CMsiHa Ha MecraTa Ha P| u P, clleJJoBaTeJIHO 1 .
Axo npeobpasysame y ot (10.4) BbB BHIA

T2Y1 — T1Y2
1 — X2

Yy =—mx+

zabesist3BaMe, Je W y € MHBAPUAHTHO OTHOCHO mepMyTalus Ha P; u Py. CrenoBaresiHo Taka
neduaupanoro crbupare e KomyraruBHo. [IpoBepsiBa ce, Ue ca B cujia 1 OCTAHAJIUTE aKCHOMUI
3a aUTHUBHA abejieBa rpyTia.

Jla oTbesekuM, e TOPHOTO MPABUIIO 338 chOupane He geduHUpa CyMa HA TOYKH OT BHIA
(z,91) u (z,92) npu y1 # +y2. Ho mamranero takupa Touxn B &£(Z,) o3Hauasa, 1e y° = y3
(mod p), r.e. mone exHO OT P | (Y1 — y2) U p | (y1 + Y2) € B cujia, KOETO € HEBBH3MOXKHO.

[MonryuaBaneTo Ha Hysla B 3HAMEHATEJI TPU U3YUCJsIBAHE Ha M O3Ha4YaBa, ue P+ Py = O.
B wactHocr npu y =0, P=—P, tre. P4+ P = 0.

C kP me o3HavaBaMe KaKTO OOMKHOBEHO k-KPAaTHOTO HA TOYKa P, T.e. 3a €CTECTBEHO
qucio k:

kP PyPy... 1P,
~-

k

ITpumep 10.1.1 Heka F =F7; ={0,1,2,3,4,5,6}. [la namepum toukure Ha £(Z7) 3ama/eHa
C ypaBHEHHETO
vz = a® — 2w2% + 323

Kpusara ce cheron or O = (0 : 1: 0) u touxure (z : y : 1) 3a xouto mpoiikure (v,y) € F2

yaosersopsaBamy y? = x° — 2z + 3 = wu(x). Tounn xBagparu B Z7 ca 0, 1 = (£1)%, 4 =
(£2)?, 2 = (43)2. Henocpe/icTBenaTa IpoBepKa MOKa3Ba, Ue CTONHOCTUTE Ha T 38 KOUTO u(x)
e Toden kBajgpar ca u(l) =2, u(2) =0, u(6) = 4.

CireoBaTesto

E(Z7)={(0:1:0), (1:4£3:1), (2:0:1), (6:£2:1)}
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Heka P = (1 : 3 : 1). Torasa 3a 2P umame m = (3.1 —2)/2.1 = 1/6 = 6 B Z7 u
CJIE/IOBATEIIHO

r=-2+6"=-2+1=6, y=-3+6(1-6)=2, re. 2P=(6:2:1).
AnayiorndHo moJryyaBame
3P=(2:0:1)=-3P,4P=(6:5:1),5P=(1:4:1)=—-P,6P = 0.
Cnenosarenio £ = Zg =2 Zy X Z3.
[Ipu medpunupanuTe mo-rope CymMupaHe W yABOsiBaHe HA TOUKHU Ce HAJAra HaMHUpPaHe Ha
obpaTeH eJleMeHT B Zj, (T.e. IO MOIYJI p), KOETO € OTHOCHTEIHO TPYJI0eMKa ollepanusi. 3aToBa

B peaJi3aluuTe ce U3nos3BarT Apyru dopmu Ha Kpusure u apyru dopmysiu smecro (10.4),
¢ KoeTro obpwbIaHeTo ce m3bsirBa. TakuwBa ca dopmara Ha MoHTrOMepu W CbOTBETHHUTE U

dopmyn.
Ilpencrassine Ha MouTromepu

BY? = X3+ AX? + X, BY?Z = X® + AX*Z + X 72, (10.5)

kbiero A, B € Zy, takusa ue B(A? — 4) e obpatum enement B F
Omnepanunre IpH Ta3u KpHUBa ce JaBaT ¢

Y1-Y;
T P # P
BB axo Py # Py
3X7 + 24X, +1
P =P
231/1 5 aKoO I 2

TopuuTe hopMy/IH CHINO U3UCKBAT HAMUPAHe Ha 0OpaTeH eJIEMEHT (JIazKe Ca MAJIKO T10-CJIOYKHN ),
HO MoOTaT Jia ce TpanchopMupaT B eKBUBaJIEHTHA (HDOpMa, IIPU KOSTO HsIMa HU3YHUC/ISABAHE Ha
obparen esement. Heka P e Touka or Kpusara ¢ npoektusHu Koopaunatu (X1 : Yy : Z71), ac
(Xy : Y, 1 Z,) a o3Ha9nM KOODJIMHATHTE HA TOYKaTa NP, m €CTeCTBEHO YUCIIO.

YaBosiBaHe:

A2

1 ;S:(Xn+Zn)2,T:(Xn_Zn)2;t:C(S_r)+r7

Cc

Xop = sr,  Zoy = (s —1)t.

CwOupane:
w=(Xpm+ Zp)(Xpn — Zpn), v=Xn — Zm) Xn+ Z,), w=(u+v)? t=(u—0)?

Xm+n = Lm-nW, Zm+n = Xm—nt.

(3a mpecmsitanero Ha (m + n)P un tpsabsar (m — n)P, nP, mP. )
WNurepecnoro e, 1e He ce n3nos3ea Y KoopauHaTara. [Ipu ToBa
—(X:Y:2)=(X:-Y:2),

T.€. IPOTUBOIIOJIO?KHUTE TOYKU HE Ce pa3jndaBaT B XuZz KOOpJAWHATUTE.

Cnennara tpaHcdopmanus npeobpa3ysa popmara Ha MoHromepu B peaynupaHa
dopma Ha Baiiepimpac
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1 53 X+A Y 3— A2 ) 243 —9A
ceJIMM Ha " I11oJiaraMe r = — —_— = — a = —
B 3 YT B 3B2 2783

loproTo nmpeobpaszysamne, obade, He € 0OpaTUMO, T.€. He BCIKO ypaBHeHne oT Baiternpacon
THUII MOXKE JI1a Ce TOJIyIn OT ypaBHeHue Ha Monromepu upes ropaara Tpancdopmarius. Takbs
rbpBo0Opa3 ot Tunl MoHroMepu ChIeCTByBa TOTaBa M CaMO TOTaBa, KOraTo yPaBHEHUETO

Du® —3au—1=0, D =27b*+ 4ad?, (10.6)

uma pemenne B F, koero e Toden ksaapar (u = B?).
Haunctuna, ot

27bB% = A(24> -9) u A*=3-3aB?

nomyuasame 9B3 = A(—1 — 2aB?). Cnenosarenno

B3
A=
1+ 2aB?
B TakbB ciryyait
816?BS
31—aB?) = ————
(1=aB%) = s g

OTK'BJETO IIOJIydYaBaMe
270°B% = (1 — aB*)(1 + 4aB* 4 4a*>B*), me. (2764 4a®*)B% —3aB? —1=0.

Hampumep Ham Z7 caMo CIeIHITE KPUBU NUMAT ChOTBETHN KPUBH BbB ¢ popma Ha MoHroMepn

Baitepmpac MonTromepn |E(Z7)|
=23 —2+1 | 3Y?=X3-3X>+X 4
4Y? = X3 4+3X2+ X
V=23 —z—-1 | 3Y?=X>+3X’+X 11
4Y? = X3 +4X2+ X

=2 -22+1| Y?2=X34+3X2+X 11
~Y?2=X34+4X?+ X
=220 —-1| Y?2=X3 44X’ + X 3

—Y? =X’ 43X+ X

IIpumep 10.1.2 Kpusa 192r1 nan Z,
E: Y =233z +0, (10.7)
K'bJIETO

= 627710173538668076383578942320766641608390870039032496127
b = 64210519FE59C80FET0F ATE9ABT2243049F EBSDEECC146B9B1
= 2455155546008943817740293915197451784769108058161191238065.

BpOHT Ha TOYKUTE € IIPOCTOTO YUCJIO

n = 6277101735386680763835789423176059013767194773182842284081,
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T.e. (hopMupaT IUKINYHA IPyla. 3a HadasHa Touka ce B3eMa G = (G, Gy), KbjeTo

G, = 188DA80F B03090F6 TCBF20EB 43A18800 FAFFOAFD 82FF1012
= 602046282375688656758213480587526111916698976636884684818

Gy, = 07192B95 FFC8DAT78 631011ED 6824CDD5 73F977A1 1E794811
= 174050332293622031404857552280219410364023488927386650641.

Cremuure dbopmyiu onepupar ¢ (X : Y : Z), kpgaerox = X/Z, y =Y /Z. Cnexuzuncispane
na kG ce mpemmnaBa KbM acdbunnn Koopaunartu upes © = XZ ' (modp) my = YZ7!
(mod p), T.e camo ¢ esHO OOPBINAHE HA [IOCJIEIHOTO Z .

Cobupane Ha (X1:Y1:Z1) u (X2:Y2: Z2). Pesyarar (X3:Y3:Z3):

PX = X1x22

PY = Y1x2Z2
PZ = Z1xZ2
u = Y2x/1—PY
w = u?
v = X2x71-PX
w = v
VUV = Uk VU
R = wvwxPX
A = wuxPZ—vvv—2%xR
X3 = vxA
Y3 = ux(R—A)—vvvxPY

Z3 = vvvx PZ

VYasosiBane Ha (X1:Y1:Z1). Pesyarar (X :Y : Z):

w = 3x(X1-Z1)%(X1+21)
s = 2xY1xZ1

R = Ylxs
RR = R?

B = 2xX1xR

h = w?>—2xB

X = hxs

Y = wx(B—h)—2%RR

ss = s°

Z = S$%8S8
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10.2 Kpunrorpadcku MpOTOKOJIN OCHOBAHU HA €JIATITUTHUI
KpUBU

Heka cMe cukcupain KpUITOCHCTEMa ChCTOAINA Ce OT MUNTHYHA KpuBa £ HaJl KPaitHOTO
nose F' u ¢ 6a3ucna rouka G. (Ilapamerpure nm 1me auckyTupame mo-KbCHO. )

Hexka majgen norpeburen U mpurexkasa

® CEeKpETeH KJII0Y d - TSJI0 IUC/I0, ChbXPAHsIBa Ce HA CMAPT-KapTaTa;

e nyGimden ko4 Touka Q = dG ¢ koopauHaTH (Q,Qy), ChXpaHsBa Ce Ha 3alUTEH
CbpBEp.

[Ipomemyparta 111e ce ChCTOU B CJIETHOTO:

3aluTeH cbpBep:

1) T'enepupa ciay4aitno auciio k u Begnara nzunciassa kG = (ky, ky) u kQ = (K, Ky)

2) I'enepupa ciy4aiitno ducio “cbobiuane-Kmoa” m = (my | my) — (Mg, my) 1 139ucasaBa
u=m+kQ = (my + K;,my + K,).

3) Usnpama na U asoiikara {u, kG}.

Ilorpeburen U:

Uszuncasisa u — d(kG) = m + k(dG) — dkG = m.

Yucnara k m m He ce CbXpaHSIBAT W CJeJ, TeHEPUPAHE BeJIHATA YIaCTBAT B OIEDAIIUN.
Cmaptr-kaprara TpsibBa ja cbxpanu kG u u. Ako O6posiT Ha ejemenTuTe Ha F e Uucjo c
abipkunaa L 6ura, To kG u u ce 3ammcBar ¢ 1o 2L-6urosu uncia. CiiegoBaTesaHo cMapT-
Kaprara TpsibBa Jia CbXPaHU JBE TAKWBa YHUCIa CJIEJT TOJydaBaHeTO UM 3a Jia T 0O6paboTBa.
Mozke 11a ce paboTu camo ¢ eIHATa KOOPJANHATA W TOraBa Ie TpsiOBa Ha ce cbxpaHaT 3L outa.

Omneparuure, KOUTO TPsIOBA JIa U3BDPIIN TOTPEOUTETAT Ca YMHOKEHNE HA TOYKA C ISITO
qucso. KakTo mpu moBauraHe Ha creneH, kP Moxe Ha ce IpeacTaBh KaTo MOCIEI0BATETHOCT
OT YMHO>KEHHE Ha TOYKa 110 2 U jobaBstHe Ha P.

Hsixou crannapru:

http://csre.nist.gov/groups/ST /toolkit /digital _signatures.html

http://csrc.nist.gov/publications/fips /fips186-3 /fips_ 186-3.pdf

http://www.secg.org/index.php?action=secg,docs_secg



